k. NO TIRE estos papeies!

Tiene e coritestar a mas
A Civil Actioni Has Been Commenced Against You!

2. File the originial of the written answer with the Clark of Sup
if you fail fo answer the complaint; {ie plaintiff will apply fo the C

tardar en 30 dias. jPuede cierer consulfar

e e e St T f o~ R ot vhe & \ File N
STATE OF NORTH CAROLINA » 20075 g O)
MECKLENBURG Soirity in The Gerieral Coit Of Justice
= — - (] District i uperior Court Divisio
Name Of Prainititf
 NIRAV INGREDIENTS, INC & ASH INGREDIENTS, INC ¢f6 Pirian & Asisciaies, FLLE
Address .
122 N. McDOWELLST R CIVIL SUMM_ONS \SSES _
e (] ALIAS AND PLURIES SUMMONS (ASSESS FEE)
C:{y Stafe le o
CHARLOTTE NC 28204
, VERSUS G8. 1A-1, Rules 3 and 4
Namie Of Deferidant(s] Date Originial Simmons Issited
| WELLS FARGO BANK; N.A. 6/5/2020
Daté(s) Subséqiient Summons(es) Issued
JOHN DOE(s)
To Each Of The Defendéiif(s med Be low
“Narne Arid Address Of Defenaant 1 ] Ngi 718 Arid Addréss Of Déféndant 2
WELLS FARGO BANK; N .A. JOHN DOE(S)
L1 N. Philfips Avente Sioux Falls MN 57104
| 2626 Glenwood Avenue, Stite 550 Raleigh, NC 27608
IMPORTANT! You have been sued! These papers are légal documents, DO‘ NOT thiow these papers out!
You have o respond within 30 days. ) 6 u may want to falk with a Iawyé 5t YOUF €as6 a5 S66i as
possible; and, if needed; speak with someorie who reads Eriglish and ¢ {r"ﬁ§l ate these paperst
iIMPORTANTE! ;Se ha entablado un pf ceso ¢ivil en su coinfral Estos papeies son docimentos legales.

con un

acerca de su caso y, de ser necesario, hablar eon algtiien que lea mgf S ¥ quié pueda fraducir estes

Youi are rictified {6 dppear and answer the complalnt 6f the plaintiff as {ollows:
1. Serve a copy of youir wiitten answer {6 the complaint upen the plaintiff or plaintiff's atferney within thirty (30) days after you have bee
seived, You miay serve your answer by delivering & copy t6 the plaintitt or by mailing it to the plainfif’s last knswn address, and
of Cotirt 6f the county named above.
ourt for the relief demandad in the cemplain

§6, whiat procedure is to be followsd.

NOTE TO PARTIES: ifany counties fiave MANDATORY ARBITRATION programs i which most cases where the am ot £ it
less are hisard by an aibitrator before a frial. The paities will bé riothied if his case is 85sign

Narie And Address OFf PIaintir's Aftorney (f rione, Address Of Plaiiti) Dalé [ssied Tie
JOSEPH H. POWELL & COREY V. PARTON (o-§- 202¢ 1234 Dawu !‘é”
' PARTON & ASSOCIATES, PLLC Signatiife =~ P
122 N. MeDowweli St. ___m/&a.l%; ISmvs——"s
Charloffe NC 28204 @ Degiily 656 {_] Assistant €5 E Cleik OF Stipérir Coiit
Dale Of Endorserment Time — —
[j ENDORSEMENT (ASSESS FEE) § . Cjav []eu
This Surifions was ori a‘ ly issued on the date indicated Signatiire
abeve and returned not served. Af the request of the plaintif,
the time within which this Summons must be seived is
extended sixty (60} days. Clpepitycse  [Jassisiant636 [ Clerk 6F Suiperior Cotirt

ifi CGntioVersy is $25,000 67
détory arbitration; and; if
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{ Gerﬂfy that ffits Summons and a copy of the cemplaint were recaived and served as follows:

. DEFENDANT 1

Diste Served ’ Time Served E . !j s Name Of Défenidant

lj By delivering to the defendant naimed above *py of the sinimons and cdm‘ﬁiaiﬁf;

[} By leavirg a copy of the summons and com t at the dwelling fisiise or usual piace of abode of the defendant named absve With a
person of suitable age and discretio fhe‘ﬁ fﬁér“em.

1 As thie defeiidant is a corporation, sevice acted by defivering a copy of the summens and complaint te the persen named
belew.

[ Nanié Arid Address OF Persor With Wiom Copiss Left (if corperation; Give il of pErson copies Ieft with)

- [ ] Other manner of service (specify)

(] Defendant WAS NOT served for the following reason

DEFENDANT 2

Data Served e Served Namme Of Defentiant

Jav [Ceu

] By deb\/énng fo the defendant named above a e6py of fhie simmons and complaiat.

D By leaving a copy of the summons and complaint at the dwelling house or usual place of abode of ihe defendarit named above with &
persen of suitable age and discretion then residing therein.

(] As the defendant is a corporation, service was effected by defivering & copy of fiie surimens and complairt f6 the persen named
below.

“Fame Ard Adoress Of Persan With WiRer Gopies Left (if Gorperation, give [ile of person copies Ift with)

Other manner of service (spechyj

Defendant WAS NOT served for the following reasor:

| Service Fee Paid Sigratire Of Depuity Shentf Making Returri
Défe Received Narma Of Sherff (lype oF prinl)
Date Of Relurn Cotrity OF Sherit
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| STATE OF NORTH CAROLINA P 30.CVs-

MECKLENBURG Count __ In'The General Court Of Jusfice
“““ y —if {77 {_] District Supsrior Court Division

Narme Arid Address Of Plaintiff 1 T

NIRAV INGREDIENTS, INC ¢/6 PARTON &ASSOCIATES PLLC
- 122 N. McDowell St. = o

Chatlette, Noith Carslina 28204 O N GENERAL
e _ k- -+ CIVIL ACTION COVER SHEET

Name And Address Of Plaintiff 2 o SRR s R __

ASH INGREDIENTS, INC ¢/6 PARTON & ASSOCIATES, PLL X INITIAL FILiNG SUBSEQUENT FILING

122 N. MeDowelf St.

Chatlotte; Noith Carolina 28204 et -

_ ) o Rule 5(b) of {he General Rufé§éfpr§étceefertﬁé3u5e F and Bistrict Caurts

ERSIS Y, dréss Of Atfornay Or Party, If Not Representet

A oA 0 hspponcs o G oY s

ameé An ress sferidan \RTON

WELLS FARGO BANK, NA. JOSF?}-I H. POWELL & COREY V. PARTON

| 161 N Phillips Avenue Sioux Falls MN 57104 PARTON & ASSOCIATES, PLLC

S 27y, il i A 2 ZR B 2 T RT ATFERES L b N W~ »S’f:
. 2626 Glenweod Aveniie, Suite 550 Raleigh; NC 27608 | (1321:12 ERSAOC’II?FOE ELL NC " sea04
A ; Telephions No: Csllifar Telsphioie No-
Sirmmons Subniitted o (704) 376-4488
| Yes  [INe NG Atiorney Bar No. | Attoriey Email Aares .
Narie And Addrass Of Detendant 2 49471 POWELL @PARTONNC.COM
| JOHN DOE(s) irifial Appearance i Case  [[] Change 6f Address
 Aame Of Firmi . Fax Rlo:
PARTON &ASSOGTATES PLLC (704) 731- 09046
HITImOnS SHAme os N All Piaintifs [ ]All Defendants  [] Only: fiist paty(iss) reprasertecs
Jury Demanded I Pleading [ Complex Litigation  [[] Stipulate to Arbitrafion
L B | TYPE OF PLEADING i o R
(check aif that apply) b
] Amend (AMND) [l Failuire To State A Claim (FASC)
] Amended AnswerReply (AMND-Response) [l implementation Of Wage Withkiolding in Non-[V-D Casss (OTHR)
[[] Amended Complaint (AMND} [ improper VenuefDivision (V)
] Assess Costs (COST) g Inéliding Affernsy’s Fees (ATTY]}
[:j Arniswer/Reply (ANSW:Response) (seé Nots) Q Infervens (INTR)
.| Charige Venue (CHVN) |} Interplead (OTHRY
Coniplaint (COMP) [ Lack Of durisdiction (Person) (LJPNj
[C] Confession Of Judgment (CNES) [] Lack Of durisdiction (Subject Matter) (LISH)
(] Consent Order (CONS) (L] Medification Of Child Stippart in IV-D Actians (MSUBY
[ Corisoiidate (CNSLY [_]Notice Of Dismissal With Or Without Prejtidics (VOLD)
(] Contempt (CNTP) Q Petition To Sus As indigent (OTHR)
[ Continiie (CNTI) (] Rule 12 Motion In Lieu Of Answer (MBLA)
(] Compei (CMPLY [_] Sanctions (SANC)
' [ Cotinterclaim (CTCL) Assess Court Costs [ Set Asids (OTHR)
{1 Crossciair (iist on back) (CRSS) Assess Couirt Costs L] Stiow Catise (SHOW)
(] Dismiss (DiSi) Assess Court Costs [ Transfer (TRFR)
[ Exemptiaive Mediation (EXMD) [ Third Party Complaint (iist Third Parly Deferidarts on backj (TPCL)
(] Extend Statute Of Limitations; Rule 9 (ESOL) _| Vacateffadify Judgmest (VEMD)
[] Bxtend Time For Coniplaint (EXCO) [j_w ithdraw As Courisel (WOCN}
[ Faliure To Joiri Necessary Pardy (FINS) ] Other (soscify arid ist sach separately)

JE R (g

' NOTE: Al filiigs ini civil aclicns shall ifclude as the first page of thie filing a cover shéef Sumimiarizing ffie crilical elemeiits 6f thé filind ifi 8 formaf brascribed by
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| CLAIMSFORRELIEF |

[ Administrative Appeal (ADMA) (] Limited Diiving Privilege - Out-Of-State

[_] Discovery Schedufing Order (DSCH) L] Motor Vehicie Lien 6.8. Chapter 44A (VLN)
] fmuncﬁ@n (lNJU) ] Possession Of Persenal Property (POPP)

] Product Lisbiiity (PROD)
[_] Appointient Of Receiver (APRC) Convictions (PLDP) 1 Resi Propeity (RLPR)
[ Attachment/Garnishment (ATTC) (] Medicat Mafp ractica (MDML) (] Specific F*" arméncé (SPPR)
{1 Ciaim And Delivery (CLMD) LI Minor Setilsimient (MSTL) (I Other (specify and list each separately)
| [[] Collection On Accetiit (ACCT) L} Moniey Owed (MNYO)
[ Condemnation (CNDM) [] Negtigernice - Motor Viehicie (MYNG)
(I Contract (CNTR} 1 Negligenee - Otier (NEGO)

6/5/2

Date - . Signatire Of Altormey/Pary 3‘1 z
& ) 6 'j ~ . .. w

‘ PTRo HACVICE FEES APPLY, _ o o
| Motion For Out-Of-Stats Attorney To Appear fis NC Cetirfs I A Civil Or Criminal Matter (Out-Of-Siate Attorney/Pro Hae Viee Fes)

' FEES ING.S. 7A-308 APPLY

Assert Right Of Access (ARAS)
§ubst1futf6n Of Trustee (Judicial Foreglosure) (RSOT)
plemental Proceduras (SUPR)

| No. | ] Additional Piaintit(s)

 No. | [] Additional Defendant(s) [ Third Party Defendant(s)

Sumimens
Stibiitted

Clves [ne

Cves [ne

[CJves [ine

Clves (e

| Ves Clnie

 Plaintit(s) Against Wiorm Counterclaim Asserted

Deferidant(s) Against Whor Crosseiaim Asseied
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STATE OF NORTH CAROLINA £ sIN ’I;'HE GENERAL COURT OF JUSTICE
: ~SUPERIOR COURT DIVISION

COUNTY OF MECKLENBURG 20-CVS- g Q)
£I -5 2223 o

NIRAV INGREDIENTS, INC. aind ASH

INGREDIENTS, INC,; T e s

Plaintiffs, ~~__ .| .. __PLAINTIFF’'S COMPLAINT

v (Jiity Trial Demanded)
WELLS FARGO BANK, N.A., & SOHN
DOE(s);

Defendants

NOW COMES Plaintiffs Nirav [ngredients, [ac. and Ash Ingredients, Inc. pursuant t6 Rule

7 of the North Catolinia Rules of Civil Procedure, by and through the Undersigned Counsel, and
complains of Defendant Wells Fargo Bank; N.A. and Defendant(s) John Doe(s) as follows:
PARTIES & JURISDICTION

1) Plaintiff Nirav Ingredients, Inc. (“Nitav Ingredients”) is a corpotation authorized
to condiict business in the State of North Carolina, who fornierly did business as Nirav Dye and
Chemieals, Inc. Nirav Ingredients president is Himanshu Doshi (“Mz. Doshi”).

2) Plaintiff Ash Ingredierts; Inic. (“Ash”) is a foteign corporation with its principal
place of business located New Jeisey.

3) Defendant Wells Fargo, N.A. (“Defendant Wells”) is a corporation with. its
principal place of biisiniess being located in Sioux Falls, MN duly authorized to conduct business
in North Carolina, with a tegistered address of 2626 Glenwood Avenue, Suite 550, Raleigh, NC
27608.

4) Defendani(s) sued as John Doe(s) (“Hacker™) pursuant to N.C. Gen. Stat. §1-166

are person(s) or entities whose identities are not yet kiiowi to Nirav Ingredients or Ash. Nirav

Case 3:20-cv-00366-FDW Document 1-1 Filed 07/09/20 Page 5 of 36



Ingtedients-will seek leave of Couit to substitute their true names when they become kaown.
Hacker is known to Nirav Ingredients and/or Ash only by unauthotized wire transfers to Hacker’s
accourt that Hacker opened with Defendant Wells but were intended for Nirav Ingredienits. Nirav
Ingredients believes that the irformation obtained by discovery will lead to the identification of
Hackers.

5) Jurisdiction is proper pursuant to N.C. Gen. Stat. §1-75.4(1)(d) because Def: ndant
Wells is engaged in substantial activity within the Stat

6) Jurisdiction is proper pursuant to N.C. Geii. Stat. §1-75.4(3) becase Haclet caused
injury to Nirav and Ash within the State.

1)) Venue is proper 1o Mecklenburg County.
FACTS

L Relationships of Parfies
i. Nirav Ingredients Background

8) Nirav Ingredients is a family owned company that prides itself with deing business
with parties who Nirav Ingredients believes will honor their obligations and while doing so those
other parties will not knowingly sibject Nirav Ingredients to extreme fisk or hatm. Nigav relies
on its relationships with its buisiness partuers and has operated a suceessful busitiess doing s6 for
over 25 years.

9) Nirav Ingrediernts in the business of distributing chemicals and supplying a range
of products such as textiles, papet, food, and other industries throughotit the Americas, Nirav
Ingredienits was is cutrently focusing on supplying food and cosmetic grade products and
ingrediemits.

ii. Nirav Ingredieiits Relationship with Deferidant Wells

Case 3:20-cv-00366-FDW Document 1-1 Filed 07/09/20 Page 6 of 36



10)  Nirav Ingredierifs was originally established in 1994 as a Florida based corporation.
11y  Nirav Ingredients first bank account was opened with First Union and Nirav

1995, Nirav

ﬂ)
\D;

Ingredients’ main business activities consisting of sales and purchase bega
Ingredients then felocated its busifiess to Notth Carolinia in 1998, and has been a North Carolina
corpotation ever since.

12y  Upon information and belief, First Union eventually was merged with Wachovia
and Wachovia was then merged with Defendant Wells.

13)  Since at least the year 1995 Nirav Ingredients has maintained a bank aceount with
the entity that now exists at Defendant Wells.

14y  Nirav Ingredients has maintained histosical co ompany financial data which allows

Nirav Ingredients the ability to access and consolidate data regarding its resale income; puichases;
expenses; efe. for a specific period of time.

15)  From January 1, 1995, to January 31, 2020; the total resale income including
commissions for Nirav [ngredients was over $79,000,000.00 (seventy-nine million dollais). The

a~

purchases made duritig this period totaled over $69 000.00 (sixty-nitne million dollars). Every
single one of these transactions was conducted through Nirav Ingtedients relationship with Wells
Fargo.

16)  That is a total of $§148,000,000.00 (one hundred forty-sight million dollars) over a
25-plus year petiod that Nirav Ingredients caused or effected through Defendarit Wells; o aii erifity
that Defendant Wells assumed.

17y  Upon information and belief, Defendant Wells benefited in the form of fees and

costs related to these transactions.

Case 3:20-cv-00366-FDW Document 1-1 Filed 07/09/20 Page 7 of 36



18) It was Nitav Ingredients’ prior experience and relationship with Defendant Wells;
as well as Defendant Wells’ name and standing in the business community that caused Nirav
Ingredients to trust that Defendant Welis had proper security procediires and policies in place to

safeguard Nirav Ingredient’s financial livelihood.

i. Nirav & Ash
19)  Ashis one of Nitav Ingredient’s Clients where Nitav Ingredients supplies Ash with
chemicals in exchange for payment. Nirav afid Ash have maintainied a close biisiness relationship

and conducted multiple successful transactions over the past several years in amounts woith
hundteds of thousands of dollars.

20y In May of 2019, Ash was to make payments on 2 invoices owed fo Nirav

Ingredients. Nirav Ingtedients and Ash typically make these paymients by electronic wire fransfer
services.

21y  In fact, from the year 2018 to 2019 Ash made successful payments t6 Nirav
Ingredients via wire transfer to Nirav Ingredients’ account with Defendant Wells at least 10 times

F

and in total amourits of more than $730,000.00 (seven hundred and this

ty thousand dollais).
22)  Upon information and belief, Deferidant Wells Fargo benefited financially from the
sticcessful transactions in the form of fees or ofher charges.
IL Fake Account & Fraudulent Transfers
i. Defendant Wells Allows Ffadic‘ér fo Open Fake Accoimt
23)  Without Nirav Ingredients’ knowledge, Defendant Wells allowed Hacker to openi a

Wells Fargo Bank Account niumber ending in #XXXXXX6081 (“Fake Account™).

Case 3:20-cv-00366-FDW Document 1-1 Filed 07/09/20 Page 8 of 36



24)  Nitav Ingredients did not open the Fake Accouit, is not the beneficiaty of the Fake
Account, and has no known association with the Fake Account. Defendant Wells has not disclosed
the name associated with the Fake Accotinit.

25)  Upon information and belief, Defendant Wells failed to verify Hacker’s identify
before allowing Hacker to open the Fake Account. Since the Fake Account was opened with
Defendant Wells there is no question that Defendant Wells knows, kiiew, or should have kinowi
the identity of the beneficiary of the Fake Account.

26)  Nirav Ingredients correct account nurmber with Defendant Wells is Wells Fargo

Account number ending in #XXXXXX8010 (“Triie Account™).

27y  Upon information and belief, Defendant Wells kiows or should know that
preventing fraudulent accounts from being opened for fraudilerit wire purposes is sary to
protect the inferest of its customiers during a day and tirie that such internet fraud is so frequeritt.

il. Hacker Sends Ash Fake Account Information for Payment

28) On May 16, 2019, Ash received what appeared to be an e-niail from Nirav
Ingredients (“Hacked Email”) related to making past due paymerits.

29) The Hacked Email came from Hacker with the email address of

ndoshi@niravygroup com when the correct email that the email should have come from was

. The Hacked Email from Hacker had an extra “v” in the middle of th

of the email address after the “@ and before the “.com”.
30)  The Hacked Email directed Ash to wire the outstanding inveice fiinds te thie Fake
Account, providing the Fake Account Nuinber, and listing Nirav Ingredients as the beneficiary

name, and Nirav Ingredient’s address as the beneficiary address.

i F’ederaf Bureatis of anestxgaﬁon Busiriess Eriail Conip‘romrse the $26 Billion Seani, ALERT NUMBER 1-691019-
PSA (September 10, 2019); https://www ie3 gov/media/2019/190910 asp; (IﬁstVieWedMay 28,2020, 12:47PM).
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31)  Ash believed the Hacked Email to be true and Ash’s bank execiifed wires that

Defendant Wells accepted.
iti. Defendant Wells Knowingly Gives Hacker Nirav Ingredient’s Money

32)  Defendant Wells transferred the fuinds to the Fake Account even though Defendant
Wells had previously frarisacted millions of deliars to Nirav Ingredient’s Tiue Accouit.

33)  Thete was one transfer for Bighty-Three Thousand Nine Hundred Twenty-Five
Dollars ($83,925.00) on May 21, 2019 with Federal Reference Number for the transaction belng
Dollars ($11,819.00) ot May 24, 2019 (both transfers, collectively referred to as, “Fraudulent
Transfers”).

34) By the time Nitav Ingredients discovered the Fraudulent Transfers in the beginning
of June, Hacker had cleared the transferred funds from the Fake Accotut.

35) Defendant Wells transferred Nirav Inmgredients’ money without hesitation to
confirm the source of the monies; the legitimacy of the transaction, without knowiig the full and
complete identities of the vartous individuals associated with the Fake Aceount info wihich the
funids were received, and without detecting the clear signs of fraud related to the Fake Account
and those who set up and used the account.

III.  Nirav Ingredients Attempt to Work with Defendaint Wells

36)  Nirav Ingredients fiest notified Defendant Wells of the Fraiidulent Transfers on
June 3, 2019, via a phione conversation that was followed up with an email.

37y  After many email exchanges between Nirav Ingredients and Defendant Wells,

Defondant Wells informed Nitav Ingredients it had no obligation t6 tealize when an aceount

Case 3:20-cv-00366-FDW Document 1-1 Filed 07/09/20 Page 10 of 36



number and name are inconsistent during a wire transfer procedure and that there was nothing
further Defendant Wells could do for Nitav Ingredients.

38)  Defendant Wells failed to provide any information about the Fake Account to Nirav
Ingredients upon their request for such informatiorn.

39)  Nirav Ingredients filed a complaint with the Consumer Financial Protection Board.

40y  Before filing the above ned lawstuit Nirav Ingredients made formal demand
upon Deferidant Wells for reimbutsenient of the fraudulently transferred money which was

transferred in violation of the covenant of good faith and fair dealing. Even through Defendaiit
Wells received a formal demand for return of the mories Defendant Wells has failed and refised
to pay Nirav Ingredients the money that Defendant Wells transferred irifo the Fake Accoiint of
Hacker that Defendant Wells allowed t6 open a Defendant Wells bank accouit,
IV.  Defendant Wells’ Failure to Protect Nirav Ingredients

41)  Upon information and belief, Deferidant Wells is well aware that its processes and
procedures have allowed for repeated abuse of its system to conduict and facilitate fraudulent wire
transfers?,

42)  Upon information and belief, Deferidant Wells had knowiedge of illegal and
deceitful on-line banking activities® and scams in the bankinig industty similar to the activity

deseribed above?; and because of that knowledge Defendant Wells was in a position to fully

t-decept] en/ (Iast viewed May 28

? Federal Bureau of Tnivestigation, 2019 Inferviet Criniie Report, Page 9, I
visited May 28, 2020 at 12:29pm).

4 John Breeden II, CSOONLINE.COM, How ABNORMAL SECURITY COMBATS BUSINESS EMAIL oompi oriise (May 22
2@20) https: [fvww.€ com/article/3542 2636/how-abnormalssecurity-combats-busin il-
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appreciate the possibility of the harm that could be and was caused to Nirav Ingredients and
therefore was ﬁnd is in better position to safeguard against it.

43y  Upon information and belief, Defendant Wells has, or should have kiiowledgs, that
business email compromise fraud has restlted in more losses than any other type of fraud in the
U.83, yet Defendant Banks have failed to implement proper procedures which protect their
custoniers from the exact circumstances which Plaintiffs have been damaged as a result of the
Fraudulent Transfer.

44)  Furthermore, Defendant Wells had, or should have had kiowledge that
infernatiorial organized crime groups are tegulatly targefing businesses like Nirav Ingredients who
wotk with foreign suppliersS,

45)  Defendant Wells has choseri to look the other way when it kaows in reality that
business email comnipromise has resulted in miore losses than other type of fraud in the United
States”.

46y  Defendant Wells provided a “Wire transfer quick reference giide for customers”
(“Defendarit Wells’ Instructions”) to Nirav Ingredients. A truie and accutate copy of the Defendant
Wells” Instructions is attached as Exhibit 1.

47)  Defendant Wells’ Instruction provides directions to Defendant Wells® customiers
and businiess accounts, like Nirav Ingredients, that they should follow when receiving wire

transfers in U.S. dollars. Specifically, Defendant Wells® Insttictions state, “[t]o avoid processing

.y

¢ Beiter Business Bui‘eau9 BBB Tip: Busmess Eiail Compi'omlfe, (Fébﬁlﬁfy 27, 2020),
‘ 3 e/ : 2-bbb-ti { § 3

7 Better Busmes§ Biireaii, BBB Busiviess Tip: Top 10 scams Iﬁrgéfmg swidll biisiniess (May 7 2020)
https://www,bbb.org/article/news-releases/19932-bbb-waming-businesses-dont-fall-for- hatiea .
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delays, please ise the following rottinig instiuictions for inconiing wite transfers; ...Beneficiary
acct. #..Your complete Wells Fargo Account number including leading zeros...Beneficiary
account name and address...The name and address of your account as it appears of your
statement[.]”

48)  The second page of Defendarnt Wells’ Instruictions goes on to say in otder; “[fleduce
the possibility of delays, additional fees, ot loss or principal on outgoing wires[,]” its customers
like Nirav Ingredieits should “[ble siite to provide complete Beneficiary Information including
names, address and aceount number.”

49y  Defendant Wells’ own information provided to ifs clienfs and customers chatges
Defendait Wells with the knowledge of incorisistencies in bank account number and beneficiary
name and addzess.

V.  Nirav Ingredient’s Injuries

50) Nirav Ingredients credit woriliiness was immediately and severely impacted by
Defendant Wells allowing Hacker to open the Fake Account and by transferring the funds to
Hacker’s account when Deferidant Wells niew that the account number and the beneficiary name
and address were inconsistent in the directions imﬁatmg the Fraudulenit Transfet.

51)  Defendant Wells conduct has also caused extreme health related issues to M.
Doshi. Mr. Doshi was unexpectedly hiospitalized on the evening of December 6, 2019, and
eventually released on December 8; 619 ith a recommendation to having a sfress fest
conducted.

52) M. Dostii had a stiess test conducted on December 11, 2019, which resulted in

immediate catheterization. The thankful result of the catherization was the detection of 4 major
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petformed on December 13, 2019. Upon information afid belief, it was Defendant Wells’ conduct
which triggered the stress causing such sever medical conditions to Mt, Doshi.

53)  Aside from medical expenses related to Mr. Doshi’s injuries, Mr. Doshi has
incurred permatent pliysical scarting due to the surgeries performed on his body. The Bypass
surgery left deep scars in his chest. Mz, Doshi also experienced scarting where incisions were
made and tubes were inserted. The neurosurgery required a metal plate be permanently inserted
in the skull where the surgety was performed.

54)  Upon information and belief, the conduct of Wells Fatgo allowinig Hacker to opsii
the Fake Account and facilifating the Fraudulent Transfers when Defendant Wells kiew such
harmful conduct could occur to Nirav Ingredients but failed to take afiy action in preventing or
correcting the fraud caused the onset of stress incutred by M. Doshi.?

FIRST CLAIM FOR RELIEF

55)  The previous paragraphs ate realleged and incorporated by reference.

56y Nirav Ingredients is a customer of and/or has maintaiied a relationiship with
Defendant Wells for mote than 25 years by vittue of its account that Nirav Ingredients has
maintained with Defendant Wells; by vittue of the millions of dollars that Defendant Wells has
conducted and transacted business with Nirav Ingredients; and by virtue of the benefits Defenidant
Wells has derived from those transactions.

57) At all time that Nirav Ingredients has maintainied a relationship, and/or a business

account, with Defendant Wells Nirav Ingredients has coniplied with any duties Nirav Ingredients

& Umversxty of Rochester Medical Center, Stress Can Iricrease Your Risk for Hedrt Disease,
https://www urme rochester edu/eneyelopedia/conter tﬁSf)quonteﬂtT‘VDeiD—1&C0ﬂ£§ﬂtlD‘217 1 {fast visited May

28,2020, 12:22PM).
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may have owed to Defendant Wells, and/or performed all obligations, conditions and agreements
imposed by any such agreement entered into with Defendatit Wells Fargo.

58)  Upon information and belief; Defendant Wells hias beriefited finasicially from Nirav
Ingredients’ relationship; acquiring it the course of that relationship confidential and personal
information about the Nirav Ingredients that it refains and/or continties t6 use in ifs business.

59)  Upon information and belief; for putposes of the wire transfers at issue Defendan
Wells charged, received and tetained fees from Nitav Ingredients, which it retains.

60) Nirav Ingredients contends that Defendant Wells was negligent in the following
ways:

a. Defendant Wells failed to exercise a duty of due care that arises by stattife,
kaowledge of the risk, and commereially reasonable banking practices;
b. Defendant failed to act with due ¢ upon Nirav Ingfedxéﬁt§ notifylng Defendant
Wells of the fraudulent activity;
¢. Defendant failed to act with due care by failing to have in place established,
commercially reasonable, and adequate secutity procedures:
1. To prevent Hacker from opening the Fake Accotiiit;
it. To notify Nitav Ingredients when Nirav Ingredient’s nanie and address
were being used to conduct a transaction with another Defendant Wells
accourit that was not the True Accouit nor opened by Nirav [ngredients;
iti. To adequately train, educate and continue to teain, educats, and supsrvise
Defendant Wells personinel if sectitity policies, practices, and procediires;
and those commercially reasonable secutity policies, practices, and

procedures customarily used in the banking industry, including the
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prevention of the opening of the Fake and Account and siibsequent
Fraudulent Transfers;

iv. Which prevent the opening of fraudulent accounts that use identifying
information which tends fo appear similat, catise confusion, ot replicate
those of their existing customei’s sich as Nirav Ingredients; and those
which are cuistomary and commercially reasonable within the baiking
industry

d. Defendant Wells failed to act with dite care by failing to zealously protect Nirav
Ingredients’ morey from risk of fraud which risk was well known the Defendant
Wells because the circuriistanices surrounding the frequency of business email
compromise fraud placed Defendant Wells unider a duty to use that degree of care
which a reasonable person wotild unider the same or similar circumstances.

e. Upon information and belief, fafled to act with due case because Defendant Wells
kniew the risk of hasm to Nirav Ingredients caused by its systems and business email
compromise fraud, yet:

i. Defendant Wells failed to prevent the Fake Accout from being opened;
if. Defendant Wells failed to monitor or flag the Fake Aceount prior to its
iise against Nirav Ingredients;

iii. Defendant Wells failed to freeze the Fake Account after the wire transfer
to preserve Nirav Ingredients funds;

iv. Defendant Wells failed to make any criminal investigation following

Nirav Ingredients’ report of fraud; or
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61)

v.  Otherwise Defendant Wells failed to assist Nitav Ingredienfs in any

wanrer such that Nirav Ingredients’ funds may be recovered;

f. Defendant Wells” breached a duty owed to Nirav Ingredients by failing to provide

any assurances that further fraud will be prevented;

. Defendant Wells’ failire fo have a system that identifies mismatechies in wite

transfers that have ineonsistent account numbets and beneficiary names of it’s own

ciistomers constitutes a breach of its obligations to Nirav Ingredients and the

general publie; and/or

. Upon information and belief; Defendant Wells” failure to confit and verify the

tiuie identity of a party attempting to openi the new accoumnt with Defendant Wells
is breach of duty owed to Nirav Ingredients

The breaches of diity by Defendant Wells wete in conseious, reckless distegard of

the rights of Nirav Ingredients.

62)

The breachies of duty by Defenidant Wells wete intentional and failed fo protect the

safety of Nirav Ingredients.

63)

Defendant Wells Fatgo could and should have foreseen its conduct described above

would probably produce the injury catised to Nirav Ingredients.

64)

As a direct and proximate fesult of the negligent, careless, reckless; willful atd

warifoii acts aind omissions of Defendant Wells, Nirav Ingeedients has been damaged in an amount

in excess of $25,000 to be proven throuigh trial.

65)

SECOND CLAIM FOR RELIEF

UCC Article 4A

Thie previous paragraphs are realleged and incorporated by reference.
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66)  Defendant Wells is a beneficiary bank, who received the Fraudulent Transfer orders
from Ash’s bank, who was a receiving basl.

67)  The account number on the order refeired to a patty with a different name than that
identified on the order,

68) Defendant Wells knew that the name and accotint aumber it received referred to
different personis.

69)  Under N.C. Gen. Stat. §25-4A-207(b)(2) no person has tights to the subject wire
transfer funds.

70)  Defendant Wells’ acceptance of the payment order violated the Nowth Catolina
Uniform Commercial Code.

71y  Nirav Ingredients has been damages by Defendant Wells breach of the Notth
Carolina Uniform Commercial C@dé i an amount to include actual and consequential damages,
costs and attorniey’s fees, to be proven at teial.

THIRD CLAIM FOR RELIEE

Unfair and Deceptive Trade Practices

72)  The Previous paragraphs ate realleged and incorporated by referenc

73)  Defendant Bank’s conduct including but tiot limited to:

a. Failing fo have proper procedures in place to prevent Hacker from opening the Fake
Aceount;

b. Knowingly transferrinig the Fraudulent Trarsfers to the Hacket’s Fake Accotitit;

'(:})

Instructing Nirav Ingredients to provide the account nuiber, beneficiary name, and
beneficiaty address on all incoming wire transfers but then refusing to acknowledge

that information when it was sent;
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d. Ignoring the dangers to all of ifs customers, but most specifically Nirav Ingrediefits;
of rampant fraud via business email compromise schemes by flagging
incorsistencies in transactions that involve ifs long-term customers atd business
relationships; and/or

¢. Failing to take any reasonable action to assist Nirav Ingredients i recovering the
Fraudulent Transfers;
wete unlawful, unethical, egregious; infended to deceive Nirav Ingredients; and in
violation of the ethos of the matketplace.

74)  The condiict described above involves opening of finaricial bank accotints and the
exchange of money and was therefore in and affective commerce.

75)  Defendant Bank’s condiict deseribed above exceeds the bounds of fair and ethical
competition, and therefore constitutes an unfair method of competition in ot affecting commerce
and is an unfair or deceptive act or practice under N.C. Gen. Stat. § 75-1.1 ¢t. seq.

76)  If Defendant Wells is found in violation of the Noxth Carolina Unfair and Deceptive
Trade Practices Act then Nirav Ingtedients is entitled to actual and trebled damages, as well as,
costs including attorney’s fees according to N.C. Gen. Stat. §75-16 & §75-16.1.
77y  Defendant Baik’s conduct has damages Nirav Ingredients in excess of Twenty-
Five Thousand Dollats ($25,000) to be proven at trial.

FOURTH CLAIM FOR RELIEE

Conveision by Hacker
78)  The ptevious paragraphs are realleged and mcorpﬁrated by referenice.
79y  Hacker unaithorizedly assumed and exercised control over the Fraudulest

Transfers.
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80)  Until Hacker came into possession of the Fraudulent Transfers Nitav

ngredients
was the funds lawful owner and was entitled to immediate possession
81)  Hacker wrongfully converted the Fraudulent Transfets in quiestion to his own use.
82)  Nirav Ingredieiits has been damaged by Hacker’s conversion of the Fraudulerit
Transfers in an amount o be proven through teial.

FIETH CLAIM FOR RELIEE

Fraud by Hacker

83)  The previous paragraphs ate realleged and incorporated by reference.

84)  Hacker made a false representation of a mafetial past fact by sending the Fake
Aceotiit Number to Ash pretending to have sent the Fake Account from Nirav Iagredients.

85)  The false tepresentationi was reasonably calculated to deceive Ash info making
payment to Hacker.

‘86)  Hacker made the false tepresentation with the mtent to deceive and with the intent
that it be acted upon.

87)  Ash’ reliance upon the false representation was reasonable.

88y  Nirav Ingtedients and/or Ash suffered damages proximately caused by Hacker’s
false representation in an amount to be proven through trial.

SIXTH CLAIM FOR RELIEE
89)  The previotis paragraphs are realleged and incotporated by reference.

90)  Under Notth Carolina law it is illegal to make or cause to be made an unauthorized

copy, in any forit, including, but net limited fo, any printed of electronic form of comipiiter data,
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compufer programs, of compiter software residing in, communicated by, prodiiced by a comptiter
or computer network.

91)  Hacker violated this statute by generating the fake email address appearing to be an
email from Nirav, and by the Fake Account number and transmitting that account nuimber to Ash
with Nitav Ingredients name and address listed as the beneficiary of the Fake Account.

92)  Per the North Carolina Iaw, Nitav Ingredients is entitled to recover damiages and

costs of bringing this suit, in an amotint t6 be proven through teial.

93)  The previotis paragraphs are realleged and incorporated. by refereiice.

94y  Hacker has money ini its possession the belongs to Nirav Ingrediets.

95y Inequity and good conscious, Hacker ought to pay that rioney to Nirav Ingredients.

WHEREFORE, Nirav Ingredients respectfully prays upon this Coutt:

1) Find that Defendant Wells was negligent;

2) Find that Defendant Wells negligenice proximately caused damages to Nitav
Ingredietits;

3) Order Defendant Wells to pay all legally available damages to Nirav Ingredients;

4y Find that Defendant Wells violated the Notth Carolina Uniform Commeretal Code;

5) Order Defendant Wells to pay all legally available damages to Nitav Ingredients as
a result of Defendant Wells® violation of the NC UCC;

6) Find that Deferidant Wells violated the Notth Carolina Unfair and Deceptive Trade

Practices Act;
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7) Order that Defendant Wells pay Nirav Ingredients actual damages, treble damages,
and costs including reasonable attorney’s fees pursuant to N.C, Gen. Stat. §75;

8) Find that Hacker committed conversation against Nirav Ingredients;

9y Order Hacker to pay all legally available damages to Nirav Ingredients as a result
of tlhie conversion;

10)  Find that Hack commiitfed fraud against Nirav Ingredients and/or Ash;

11y  Otrder Hack to pay all legally available daimages to Nirav Ingtedients and/ot Ash as
result of Hacker’s fraud;

12)  Find that Hacker violated the North Carolina Compiiter Trespass statiites;

13)  Order that Hacker pay Nirav Ingeedients all legally available damages as a result of
Hacker’s violation of the NC Computer Trespass statutes;

14)  Find and Order that Hacker pay the Fraudulent Transfers to Nirav Ingredients; and

15)  For any other and futther relief as the Coutt deemns just and proper.

[SIGNATURE ON NEXT PAGE]
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Respectfilly submitted,

This the 5 day of Junie, 2020,

Joseph H. Powell

Corey V. Pattoni

Partoni & Associates, PLLC
NC Bar No. 49471

NC Bat Ne. 45682

122 N. MeDeowell St,
Chartlotte, NC 28202
Tel (704) 376-4488

Fax (704) 731-0904
Powell@PartonNC.com
Patton@PaitonNC.com
Attornieys for Plaintiffs
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"To initiate a voice activated wire you miustlbe et up for this
service. Pleasesee your Wells Fargo represenitative for details.
To imitiate your wire please call Wells Rargo Wire Transter
Services toll free @t 1-888-384-8400.
Pressl:
o iinitiatea wite travister
initidtea wiretransfer investigation
- ito initidte a same day repetitive wire transfer in
S Dollars only*
Press2:
~ toinitiste ol foreign currency wires*
~ tto initiate a repetitive wire with additional information*
tto initiate any ther type of wire*
- to reach wire itivestigations*
- ite iinguire on wire Status

<

Fl

Press3:

- forwire instructions from a frnancial institation within
the Unifted States

Press4:

- Forwire instructions from a fmamcial institution from
outside the United States

Presz s

- forvire approval

PressO:

- 'to spealcwith an agent

*QOnly availablebefore 430 1pmn. CT

Department Liours — Monday - Friday

‘Same-day wireinitiation hours 700 8m. to %30 pm. CT*
‘Wire transfer between two

“Wells Fargoaceounts

Fuvare dated wireinitiation hoors
Customer service hours

700 a:m. to 700 pm. CT*
700 m:m. to 700 pim. CT*
700 a:m.to 8:00)pimn, CT*
Spanishlanguage hoars 7:00 a1, t6 7700 pan. CT*
*{Cenitral Time =2 hour For Eastern Time/~1 hour Mountain Timne/

~2 hours Pacihe Time/ -3 hours Alagka Titne)
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lire transfer quick reference guide for customers

Please have the {ollowing required
information ready

« Yourcomplete Wells Fargo acoourit muniber

~ Your PIN

Your wite repetitive number (if applicable)

"Tihe amounit of ithe funds to e tramsterred

"The currency type for international wire transfers

H

@

Benehciary bank routing instructions
g

Benehciary account numlber, Mexican CLABE %, or
Initernetional Bank Account Number (IBAIN)
Benehdiary name and address, indluding <ty and courtry

El

Ay additionsl information for the receiving bank or
Beneficiary (i, invoice mambers, loan papmenrt, ete)

Wire transfer daily deadlines

Requests recgived after deadlines will be processed the mext

business day.

1200 pim. CT*  Same-daywires toMexicoin Pesosand wires to
Canadajin ‘Canadian Dollars

BO0PmM.CT*  'Taxpayments

300pm.CT* Qutgoinginternational'wiretransfors froma
Tonsumeriateount

%30pm. CT*  Outgoing domestic and intermstional wire transters
wind outgoing Qrawdowns

B00pm.CT*  Banksettlement transters (vorrespordenitbanks only)

5830pm. CT*  Incoring wires

700 pm.CT*  ‘Same-day wire transfers between two
“Wells Fargoaccounts

*{Ceritral Time = 1 hour for Bastern Time/ ~1 hout Mountain Time/

~2 hours Pacifiz Tirme/ 3 hours Alagka Tie)

Routing instructions for incoming wire tr-
Wellls Fargo can receive incoming wires in lboth US.
and foreign currency.

For receiving wire fransfers in U.S. dollar:
“To aivoid processing delays, please use ithe following
instractions for incoming wire transfers:

"Wire Routing Transit Number
(RTN/ABE) 121000248
SWIFT/BIC wode WEBIUSES

Por Domastic Wires

ForInternutional

Bankmname "Wells Fargo Bank, N/A.
‘Bankaddress, 4200 Montyomexy
clty &state San Francisco, CA9410%

(regardlessof where your aveount
“Yourcomplete Wells Fargomccoun
includingleading:zeros

BNE/Ficld 4200
Benehaiaryaect. %

Benehciary Thenamennd address of your aoce
acoount name ‘appeatsonyour statemernt
wndaddress

CHIPS Participant (orAbl)

For receiving wires in foreign currency
"To ‘obtain routing instractions for incoming wire tt
in foreign cutrency, cotitact the Intemational Cormn
‘team ot 1-877-593-2468 ot visit
winwwdllstargocomfinceminginterrationalwiregn
U you have any’ questions regarding your wive sex
please call your Wells Fargo representative or the
listed on your statement.




Reduce the pds-sibﬂity- of delays, additional fees,
ox loss of principal on outgoing wires

4

Be sareie provide complete Beneficiary Information
including wame, address and mecount number. {eity and
counitry are requived for international wires).

7

Be stire'to provide complete Benehoiary Bank information
fincluding marmne, branch mame, address, Tity, state, comitry,
and ABA/RTIN or SWIFT/BIC Qode.

Foriinternational wires be sure to indladethe Internations]
Routing Code (IRC) and International Bank Account
Nunmber (IBAN) forcouritries that require it
Forimternational wires to Mexican barks besure to include
ithe GLABE ‘account nurberin the Benchciary instractions
o en3NTe COTreCt paynIent,

&

é

Tyonareunsureotthe Benchdiary information, please conitact
‘the recipient (Beneficiary) forcomplete routing instructions.

“Wihen inifiating Same Day Canadian Dollarand Mexican
Peso wires ptior to the daily deadline o1 1200 pm. 'CT,
ipleasebesure to indicdte it isa sanre-day wire transier

Information for international wires

1 SWIFT BankIdentifier Code {SWIFT/BIC). The 8 orll
character SWIFT/BIC iisanriique series o} alpha numeric
characters that help to identify a specific imancial instirution.
The SWIFT/BIC should e obitained from the Benchdiary.
To ensure timely delivery please bersure thatinternationel
outgeing wires indludethe SWIFT/BIC where applicable.

2International Routing Code (IRC): Some couritries
throughout the intemational banking conmunity have
credted international routing codes, which are used in
combingtion with the SWIFT/BIC to wid in routing the
payment through a main office to a branch. Bach courity
lhas a specifie mame for their routing code (e, Sort Code
in ‘thie Uniited Kingdem, Canadian Payments Association
Routing Nambers in Canada). Your Beneficiary must
provide the iinternational routing code to facilitate receipt
ol an intemational payment. Sending a wire without the
IRC miumber can delay the wite, or the receiving bank may
return the wire when this mumber is not included in the
Ppayment instructions, and additional fees may be assessed.

3.Indian Financial Services Code (IFSC): Every Indisn bank
las @ unique eleven (11) character alpha ~ numeric code
identitying the bank branch to receive the wite transfer,
To ensure timely delivery, please be sure that international
outgoing wires include the IFSC whete applicable.

4 International Bank Account Nuriber (1BAN): The TBAN
varies by vourtryfnstittion. Warting! Oy the bank
Serviding an account can provide thecerrect TBAN of that
aecountand must be @btained from the Benchdiary of the
wire, Sendirg & wire to a participating comntry without fhe
IBAN an delay the wire, orithe receiving bark way return
ithie wire whien the TBAN fis mot indluded in the paymert
iingtrctions, and additional fees may e assessed.
Participating Qourftries that requive an TBAN:

/Albsriia
JAndorra
Bustria
Azerbaijan
{(Republict)
‘Bahirain
Belgium
Bostiiaand
Herzegovina
Brazil

Bulgaria
Chiannel Tslands
CostaRica
Crostia
Cyprus

Crech Republic
‘Denmark
Domiirican
‘Republic
Bsrovia
FavoeIslands
Finland

‘France

French Guiana
French Polynesia
*French Southern
‘Territories
‘Georgia
Germany
Gibraltar
Breece

Greenland

Guadeloupe
Guatenila
Hungary
Teeland
Ireland
(Republieof)
1slestMan
Jsrael

Ttaly

Jordan
Kazakhstan
Republicof Kosovo
Kuveait
TLatvia
Lebsnon
iLiechitenistein
Lithuznia
Lusermbourg
Macedonia
Malta
Martinique
Mauritasia
Mauritius
Mayotte
Moldova
{Republic o)
Menaco

Montenegro

” Netherlands

‘Mew Caledonia
Norway

Palkistan
Palestine
{Stateoh)
Poland
Portugal
Qa'tar
Reunfion Island
Rormania
SaintBarthelemy
BaintLucia
SeintMartin
SdintPierrect
Miqoelon
SanMarino
BaudiBrabia
Serbia
SlovalcRepdblic
Slovenia

Spain

Sweden
Switzerland
Timor-Leste
"Tanisia
Turkey

United Brab
Emirates
Vhited Kingdom
VirginIslands,
British

Wallis and
Futona Islands

5 Miexico CLABE Account Number: In addition tto
SWIIFT/BIC Mexivan banks now reguire an 18 dig
acoetnt nutber e added to the Bendhdiary instr
ttoensure jpaynient. The CLABE wmember is reguin
Mexican Peso (MXN) and USH paymernts sent o
"Thre CLABE accownt murber miust be obtained fr
Benefciry. I five Benshctary does mot have the C
aocount numbey, please have the Beneficiary cont
k. Wells Fargo does met provide oreadlculateth
‘Sending a wirewitheuta CLABE account mumber
thie wire, or thereceiving bank may return the win
CLABE fis notindluded in the payment instractior
additional fees maybeassessed.

8. Wells Fargo recommends that if you do not have
SWIFT/BIC, IBAMN, IFSC oode, IRC, or Mexican C
riumber, that you contact the bereficiary of the wi
the Benehciaty does not have the meeded informa
pleasa have the Benefdiary contact their bank to«
ithe appropriate information, Sendivg Iriternation;
without the tequired information can cause the wi
be delayed, returned, or assessed additions] fees. 1
International outgoing wires only: When sending
cutrericy, please ensire the Benechciary’s accoant
tthe designated foreigm currency. International for
icutrency wires are generally less expensive to sen
corapared with Tritermationsl USD wires (the Well:
wire fee iis always less when the wire fissent iin fore
currenicy and Wells Fargo does not charge a conve
‘we dlso offercompetitive exchange rates,) For Inite
wires iin forsign currency thiat are equal to orever
WS, equivalent, please call your local Foreign Excl

Specialist 2t 8007865593, to obtain awortract

7. Purpose of payment (ie, family remittance, perso
paym’

temilttamce, salary remittarice, export remittance (i
settlement of an expot), etc) is reguived forwire t
to several counitries. Please check with your benzh
fto determine purpose of paymernt tequirements fo
coUNtry you are sending yourwire to.
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STATE OF NORTH CAROLINA IN THE GENERAL COURT OF JUSTICE

SUPERIOR COURT DIVISION
COUNTY OF MECKLENBURG 20-CVS-7801
NIRAV INGREDIENTS, INC. and ASH
INGREDIENTS, INC,
~ PLAINTIFFS’ FIRST SET OF
Plaintiffs, INTERROGATORIES, REQUEST FOR
‘ ‘ PRODUCTION OF DOCUMENTS AND
V. REQUESTS FOR ADMISSION

WELLS FARGO BANK, N.A., & JOHN
DOE(s),

Defendants.

PLEASE TAKE NOTICE that, pursuant to Rules 26, 33, 34, and 36 of the North Carolinal
Rules of Civil Procedure, Plaintiffs Nirav Ingredients, Inc & Ash Ingredients, Inc. (“Ms. Howard”
or “Plaintiffs”), by and through its Undersigned Counsel of record, request that Defendé.nts Wells
Fargo Bank, N.A. (“Defendant”), serve answers, under oath and within thirty days, to the following
Claimant’s First Set of Interrogatories, First Set of Requests for Production of Documents, and
First Set of Request for Admissions (collectively, ‘the “Discovery 'Requests”). The Discovery
Requests shall be deemed to be continuing in nature and should the answers to any of the Discovery

Requests change prior to the time of trial, you shall give notice of all changes.

DEFINITIONS & INSTRUCTIONS

L. “Plaintiffs” shall mean Nirav Ingredients, Inc. and Ash Ingredients, Inc., individually
and/or collectively, and his agents, attorneys, and any other person(s) acting on his behalf.

2. “Defendants”, “You”, “Your” or “Party” shall mean Wells Fargo Bank, N.A., its agents,
insurers, employees, attorneys, and any person(s) acting on behalf of the party upon whom
these Interrogatories are served. -

3. Unless otherwise indicated, these Discovery Requests refer to the time, place and
circumstances of the incident or occurrences referred to in the pleadings of this action.
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“Document” means everything within the scope of Rule 34 of the North Carolina Rules of
Civil Procedure, including, but not limited to writings, drawings, graphs, charts,
photographs, photo records, and other data compilations from which information can be
obtained or translated if necessary, by You through detection devices into reasonably
usable form, and also means the original and all drafts, outlines, proposals, and copies of
any such matter (whether or not actually used) of all kinds and descriptions, however
produced or reproduced, whether sent or received or neither, regardless of whether
designated “confidential,” “privileged,” or otherwise to which You have access or
knowledge, whether handwritten, typed printed, computerized or otherwise produced or
stored, including without limitation, all of the following: correspondence, papers, books,
files, accounts, any marginal comments appearing on any Documents, comments,
drawings, sketches, photographs, agreements, contracts, memoranda, summaries,
investigations, diaries, advertising materials, letters, notebooks, electronic mail, facsimiles,
telexes, telegrams, objects, reports, records, transcripts, studies, notes, notations, working
papers, intra-office communications, personal memoranda, instructions, charts, minutes
index sheets, computer disks, computer software, computer printouts, other data stored on
an computer, checks, check stubs, delivery tickets, bills of lading, invoices, recordings of
telephone or other conversations, communications, occurrences, interviews and
conferences, sound or video recording, and any other material upon which information can
be stored, retrieved, including all written, recorded, encoded, transcribed, punched, taped,
filmed, graphic matter, and any electronically stored information related to the specific
question.

If any Document requested has been lost, discarded or destroyed, identify each such
Document by author, recipient, date, subject matter, date of disposal, manner of disposal,
reason for disposal, Person authorizing disposal and Person disposing of the Document.

Where identification of a Document is required by this discovery, such identification
should be sufficient for use as a description in a motion to produce and show clearly the
following information:

a. The date and general nature of the document, i.e., whether it is a letter,
memorandum, report, etc.;

b. The general subject matter of the document; and

c. The exact address where the document is located.
Wherever the identification of documents is called for in these Discovery Request, the
party to whom these Discovery Requests are directed may, in lieu of such identification,
attach a complete and legible copy of said document to the answers to these questions.
When referring to an oral statement or communication, including telephone
communication, it means describe the statement or communication by stating when and

where it was made, identifying all makers and recipients of the statement or communication
and all other Persons present when it was made, stating the means of communication and
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10.

11.

12.

13.

stating the substance and contents of the statement or communication. State the telephone
numbers of all parties to any communication by telephone.

“Person” shall mean natural person, entity, partnership, joint venture, corporation, private
and governmental organization, association, subdivision and department, and trust, and the
representatives of each of the foregoing.

Where identification of a Person is called for in these Discovery Requests, such
identification should include, but not be limited to, the following:

a. The full name of the Person;

b. If the Person is a firm or organization, a statement as to whether it is a partnership,
' corporation or other organization of legal entity, and the place of organization and
domicile; and

c. The last known address of the Person, giving both business and residence address,
post office address and street address, if different, telephone number and email
address.

If any Discovery Requests cannot be answered in full, answer to the extent possible, stating
the reasons it cannot be answered in full and provide Plaintiffs with whatever information
is available concerning the unanswered portion. If any Discovery Requests call for
information not in the Defendant’s possession or control or ascertainable by the Defendant
upon reasonable inquiry, then, where known, identify the custodian or person in possession
of such information; and any such efforts made to obtain the requested information.

If in response to these Discovery Requests You seek to rely upon any privilege or attorney
work product exclusion in refusing to produce any requested Document, the request shall
be deemed to call upon You to Identify the Document (giving its title, date, author(s),
recipient(s), and summary of its contents) and state the specific grounds upon which You

seek to rely in not producing the Document.

The words “and” and “or” shall be both conjunctive and disjunctive.
. ’ |

“Complaint” means the Plaintiffs’ Complaint filed by Plaintiffs on, the case styled Nirav
Ingredients, Inc. and Ash Ingredients, Inc. Plaintiffs, v. Wells Fargo Bank, N.A. & John
Doe(s)., Defendants, (Case No. 20-CVS-, Mecklenburg Co., North Carolina).

*IMPORTANT NOTICE: Destruction of any evidence pertaining to this matter, including,
but not limited to, the documents and things described below, may constitute a criminal
~ violation, and/or subject you to civil penalties, including, but not limited to, sanctions in the
instant litigation.
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INTERROGATORIES

Identify, explain, and describe all steps that were taken in allowing Wells Fargo Bank
Account ending #XXXXXX6081, which is the account the subject wire transfers were
deposited, to be opened, maintained, closed, or any information relating to the account’
including dates of opening and closing, identifying all transactions made while the Account
was open, identifying any Wells Fargo employees who assisted or participated in the
opening of Wells Fargo Account #.

RESPONSE:

Identify everything you know about the identify of Hacker.

RESPONSE:

Identify any and all policies, procedures, training courses, or any other educational and/or
corporate mandates that You have in place to make sure Your employees verify the identity
of parties who attempt to open accounts like the account that is discussed in Interrogatory
No. 1 above.

RESPONSE:

Itemize and explain each and every fee, payment or benefit You have earned or received
from Nirav Ingredients since Nirav Ingredients first opened its account with You until
January 1, 2020, including but not limited to any fees, services charges, interest earned,
commissions, or any compensation of any kind.

RESPONSE:
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5. Identify and describe every measure, step, investigation, or other assistance You provided
to Nirav Ingredients from May 21, 2019, through the date of the Complaint.

RESPONSE:

6. Identify each person who has worked or assisted You with anything related to the subject
wire transfer on May 21, 2019, the subject wire transfer on May 24, 2019, or any other
subsequent communications by Nirav Ingredients with You about said transfers or the
recover of the funds by name, position, phone number, email address, provide the substance:
of the assistance or knowledge that person has, and when such knowledge was learned or
communication was made.

RESPONSE:

. REQUEST FOR PRODUCTION

1) Please produce copies of any and all policies regarding electronic wire transfers
You had in place as an organization on May 21, 2019.

RESPONSE:

2) Please produce copies of any and all policies regarding electronic wire transfers
You had in place as an organization on May 24, 2019.

RESPONSE:
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3)

4)

1)

2)

4

Copies of all documents Hacker was required to submit to You to open the Fake
Account.

RESPONSE:

Copies of all internal correspondence which relate to the transactions at issue in this
matter.

RESPONSE:

REQUESTS FOR ADMISSION
Admit Nirav Ingredients has maintained a relationship with You since at least 2010.

RESPONSE:

Admit You know that business email compromise is a scam that harms
unsuspecting customers of Yours.

RESPONSE:

Admit that You know what business email compromise is.

RESPONSE:

Admit Nirav Ingredients did not open the Fake Account.

RESPONSE:
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5) Admit that the account number provided by Ash’s bank to You did not match the
account number of the named beneficiary and beneficiary’s address as listed by the
instructions provided by Ash’s bank.

RESPONSE:

6) Admit Nirav Ingredients was paid via wire transfer by Ash Ingredients to Nirav
Ingredients’ account with You at least 10 times during the years of 2018 and 2019.

RESPONSE:

7 Admit that at any time since Nirav Ingredients has maintained a business account
with You that you have received some type of financial compensation.

RESPONSE:

[SIGNATURE ON NEXT PAGE]
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Respectfully submitted,

This the 9 day of June, 2020.

Joseph H. Powell

Corey V. Parton

Parton & Associates, PLLC
NC Bar No. 49471

NC Bar No. 45682

122 N. McDowell St.
Charlotte, NC 28202
Tel (704) 376-4488

Fax (704) 731-0904
Powell@PartonNC.com
Parton@PartonNC.com
Attorneys for Plaintiffs
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CERTIFICATE OF SERVICE

I hereby certify that a copy of the foregoing PLAINTIFFS’ FIRST SET OF
INTERROGATORIES, REQUEST FOR PRODUCTION OF DOCUMENTS AND
REQUESTS FOR ADMISSION TO RESPONDENT was served by:

Depositing a copy in a post office of official depository under the exclusive care and
[ X] custody of the United States Postal Service, postpaid, in a properly addressed envelope
as follows:
Wells Fargo Bank, N.A.
2626 Glenwood Avenue,Suite 550
Raleigh, NC 27608

101 N. Phillips Avenue
Sioux Falls, MN 57104

[1  Electronic Mail at the following address:

This the 9 Day of June 2020.

Joseph H. Powell

Corey V. Parton

Parton & Associates, PLLC
NC Bar No. 49471

NC Bar No. 45682

122 N. McDowell St.
Charlotte, NC 28202
Tel (704) 376-4488

Fax (704) 731-0904
Powell@PartonNC.com
Parton@PartonNC.com
Attorneys for Plaintiffs
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